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ABSTRAT

How can a small ISP &r unlimited, high speed dmloads, for a fird, monthly
fee, and woid going brolke? Ellurian operates a small ISBbel.net.auand the answer
at least for us, is that it can-but we can come acceptably close.

Having commissioned a me high speed, pay-pdayte link, we naturally ant our
subscribers to enjoits full benefit, Int we also need to control our cosiehe solution
that we implemented counts bytesmhoaded by each subscribend rate limits their
connection when tlyereach a denload cap.Our subscribers can continue to use the
Internet, gen ater they havereached the capubdata arsies much more slaly. The
limited service means thiean continue to wrk, kut gives them a strong incenté t fin-
ish quickly and log df

A monitor is notified, by PRRt the start and end of each sessitintecords the
number of bytes denloaded at fig minute intenals. Whena subscriber reaches the
download cap (or if theare already at that Vel at the start of their session) the monitor
installs a rate limiting rule into our routeifhe five-minute usage records arepk for
seven days, thus a lge davnload today will count ward the cap for a complete week.
This remaes any benefit in ‘hoarding’ dwnloads until the end of the week, and helps
smooth netwrk use.

Subscribers vig their current usage records via a web pafiee number of bytes
downloaded during the pvous seen days is displayed in a cumulagi gaph. Sub-
scribers use this to plan their Internet use.

The system has prven successful. Mostisers neer even noticing it, yet consump-
tion has dropped by 30%, and almost noesisle comments kia been receied.
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Introduction

How can a small ISP &r unlimited, high speed dmloads, for a figd, monthly fee, andvaid
going brole? Thisis a \exing issue for manISPs. Subscribemsant unrestricted modem access with no
encaged signal; high speed transfers with nwmload quota; and all for a small, ét, monthly fee.As
the operator ofebel.net.auwe would like to be ale to meet these needsitbve cannot.We @an, havever,
come acceptably close.

In this paper | focus on subscribers’ desire for unlimited quantities of tataarticular | describe
how we introduce a ‘speed limit' on subscribers wherytteach a danload cap.The speed limit mas
Internet use painfully slg but is suficient to continue wrking. Fromthe perspecte d the subscriber
slow is infinitely better than zero, and much preferred to paying perdgtcess-dwnload fees.

History

Our service started with a ‘permanent’ 64Kbps ISDN link, for which we paided, fimonthly fee,
regardless of hev much data we brought inThis permitted us to totally ignore the quantity of data con-
sumed by each of our subscribeW§e later realised that it & a mistad to be 0 unconcerned by our sub-
scribers’ davnload wlumes. Whilewve had fev modems—we started with just ow-it was barely possible
to saturate the link, and performancaswery good. As our subscribebase gre, 0 too did the size of our
modem pool.When we had six modems, performanasvgometimes badubmostly okay By the time
we grev to ten modems, performancew/quite terrible most of the time.

In Decembger2000, we decided to upgrade our Internet li@s6Kbps vas the minimum speed we
felt we could e with, and more wuld be better We eventually ordered a 2Mbps fibre service, with data
chaged per Mbyte donloaded. Een if consumption remained the same, our total data aagtiwdouble,
but we were certain that the 32-fold increase in bandwidthuldl result in a significant increase in con-
sumption. Ve estimated that our costsowld triple unless we took steps to control usage.

Solution

We cevdoped a dynamic rate limiting systerit.is comprised of a rate limiter and a usage mopitor
plus some utilities and a web page.

The RateLimiter

Our router uses FreeBSD, which includes an IRvéilleand trafic shaperipfw, as gandard. Arnipfw
configuration is made up of a list of numbered rules, which is scanned for eaeh patika match is
found. Aswe also use our border router as axfale we divide the rule numberange into three sections,
with the rate limit rules appearing before theviialt rules. All packets matched by rate limit rules are sub-
sequently processed by the il rules.

We wrote a programlimit, to install, list and remee rate limit rules in the routerlt is darted by
inetd, and supports a limitedocalulary: HELR LOGIN, BYE, and ADD, REMOE, CLEAR and LIST
The HELP command displays a brief help messafjgee LOGIN command is used to authenticate the
remote user The BYE command terminates the sessionyitepall rate limits intact. The ADD and
REMOVE commands insert or rew® limits for specified hostsRequests to add arxisting limit, or to
remove a ron-existent limit, are silently ignoredThe CLEAR command remes dl rate limits. The LIST
command displays the rate-limited addresses.



Rate limit rules are simpleThey match packts destined for the get address, that are res on
the ternal netwrk interface. Matchingaclets are passed through a rate limiting pipe, there being a sep-
arate pipe for each rulér'he rate limiter assigns and configures the pipes, setting them to 3Kbps bandwidth
and 10KByte size.This permits approximately 300 bytes per second transfer rate, which is unashamedly
slow: the goal is, after all, to limit subscribers’ usage.

The Monitor

The usage monitpbyteshae, measures and records fiafvolumes on all PPP dees, and sends
commands tdimit to install and remee rate limits as usagexeeeds andalls belav the cap. Byteshae
reads a usage file to determine past usage for all subscribers, and adds to the total (and to theyfile) as the
download data.

At start-up, it constructs an in-memory usage table, which contains each users quota and the usage
recorded to dateThis table is constructed by readifegc/passwda quota file, and a usage file, and then
scans thévar/run directory to determine which PPP units are in use, and by wikamally, it interrogates
each actie FPP unit to determine the number of bytes already transferred during current sessions.

Byteshae maintains a named saatk which PPP uses to signal start or end of sessWieneaer a
session starts or ends, the FpRip andip-down scripts write the PPP unit numbéogin name and IP
address to that soek as well as to a file ifvar/run. Byteshae needs this information to associate the cor
rect subscriber with their current IP address and PPP unit.

Ever five minutes,byteshae interrocates all actie FPP units, updating both the in-memory usage
table and the on-disk usage filEach record in the usage file stores the subscribers’ UID, the system clock
and the number of bytes transferred in and out since the last measurévhenta subscribexeeeds his
or her quota a rate limit rule is inserted in the rouRate limits are also inserted or reved, as required,
at session start time.

Although byteshae records inbound tr&€ separately from outbound, we only use inbound for rate
limit purposes.

Security

The rate limiter requires a one-time challenge-response style login to be completed hetbtéd@an
rate management commands may be ugedhallenge is generated based on the process ID, the system
clock, and a sequence number which is incremented wétly @uthentication attemptThis challenge is
presented to the callewho must use a shared, yate secret to calculate the correct responBkis
response is returned in the LOGIN commaltfdhe response is wrong awehallenge is presented.

A 64 bit message authentication code (Ais produced from the challenge, using DES in cipher
block chaining (CBC) modeThis MAC is formatted as an alen character string by mapping each con-
secutve Sx bits onto the 64 character alphabet comprised of dot, slash, the ten digits, the upper case letters
and the laver case lettersThe last character is produced by padding theChiith two zero-bits.

The first eight bytes of the secret are used for the BdySxid the second are used for the initialisa-
tion vector If the secret is shorter than 16 bytes long it is padded with NULSs.

The DES CBC MA code vas dened from the BSDbdes! utility.

Utilities
We wrote three utilities to assist in management of the usageBilecowert corverts a usage file

from binary to display format, or viceexsa. Inthe style offixwtmp this utility can be used to patch a file
should it becomesalulty.

Byteusge summarises a usage file, displaying the total number of bytes transferred for each user
for a specified subset of users, and optionally displays eactidinali usage record.

Finally, prunela splits a usage file into tweeparate files, one containing records older than a nomi-
nated age, and the other containing records younger than thaftgresplitting the usage file, the original
file is remwed, the file containing the most recent records is renamed to replace ibytmsthae is
restarted. Thiss the process by which usage records are retired from quota caluclatiengune the



$ byteconvert -n < /var/local/bytes
544 997972561 343788 86631
602 997972561 605 435

543 997972561 5382 2058
$ echo "199 Fri Aug 17 00:07:06 2001 123 456" | \
byt econvert -b >> /var/local/bytes

Sample use dfytecowert

$ byteusage | sort +1n

USER I N ouT
fl amencoareti 9846 8173
cpj pm 21822 22467
j ohn 59462 16210
crow her 41890405 4715042
susannes 56843875 2977139

$ byteusage -v davidn

USER TI ME IN out
davi dn Sat Aug 18 18: 03: 06 2001 52 0
davi dn Sat Aug 18 18:07:33 2001 120505 7555
davi dn Thu Aug 23 07:52:55 2001 40959 3050
USER IN out
davi dn 1887318 317019

Sample output frorbyteusge

usage file three times per dégeping only the most recentvse days of data each time.

Rather than require old records to be reeddrom the usage file so frequentiiywould be better if
byteshae maintained a second file descriptor pointing to the oldest, current record, and read and subtracted
records from current usage asthreached seen days. Therds no reason not to do it thisay and a
future \ersion will incorporate this impwement.

Web Page

Although it is olwvious to subscribers when thbavebeen rate limited, we mer the less proide a
CGl web page to permit them to wigheir current recorded usag&his is a single, ery simple, Bourne
shell script. It determines the subscribgibgin name usingvhg, retrieves their current usage records using
bytecowert, and processes the data using a one dwvk program, which produces cumulaivalues that
are graphed using GN&jplotutils Data is nger more than fie minutes out of date, that being the period of
time between updates of the usage file.

Subscribess report that this page is useful for planning their Internet use.

Tuning

The purpose of this system is teoml going brole, and it is important to makwure that tunable
parameters are set appropriatefhe two major parameters are thewdadoad cap, which determines the
dollar value of high speed data, and the rate-limited bandwidth, which determines the alobaofcess
data. Atprevailing wholesale rates of 10 to 20 cents pegebgte, excess data can cost a maximum of

30 daysx 86400seconds< 300bytes
1000000

x $0. 20= $155. 40
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The following graph shows how much data you have downloaded during the past week, while logged in to
the Rebel modems. The and the red line shows your
weekly download allowance. Ifthe goes above the red line, your downloads will be at a reduced
speed.
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per subscriber per montiwith typical monthly fees being $20 to $30, subscribers could send an ISP brok
just on &cess data, lweever performance when rate limited really is sovslihat this does not seem to be a
problem. Shouldhis become a problem, a simple solutioowd be to modifylimit so that all rate limit
rules pass paelts through a single pipe, instead of through one pipe per IP address, thus treuttbbew

a maximum of $155.40 per month for all subscribers.

We gve a monthly quota of 150MbytesThe net issue is whether togg tis all at once, or to dole
it out in smaller quantitiesls it better to permit subscribers to use theiwvdload allavance in one day
and for them to hee lousy speed for the re30 days, or to ge them a smaller denload allavance and a
correspondingly smaller time before that ahnce is reneed? Thids a usessatisaction issue, and is the
sort of question which elicits mardifferent answersWe dcoose to split the monthly quota into four
weekly quotas of 63Mbytes each, which seems a good baldéinoeeps the time before quota igeaer
ated &irly short, yet preides an amount of data fiafent to davnload quite lage files.

Results

The system has pren very successfulWe haverecorded a dramatic drop in consumption, starting
when we introduced rate limitingPrior to rate limiting we were bringing in 300 to 400Mbytes of data per
day In mid June the numbers drop to 200 to 250Mbytes peraalycontinued to decline the curremtv
ume of 100 to 200Mbytes per day

Such a dramatic decrease called fareftigation. Hadwe completely misjudged whatfeft rate
limiting would have on our subscribers?An fact we had notWe dscovered that one subscriber stayed
online for about twenty hourvery day and this had been the case for a considerable period of Tifis.
was within the bounds of our &ir share’ polig, and we wuld not hae been concernedven if we had



known about it. He was also transferring data, more or less constamtlich equated to about 180 Mbytes
evay day With dynamic rate limiting, he &s restricted to about 20 Mbytes per.day

We pre-announced the rate limiter to ensure that our subscrilmens! \wwnav what to epect. This
particular user did indeed notice thdeef fairly quickly. He logged of for a fav hours on day three.
(Notice the dip at June 15 in the graph, b8loOn the evening June 18 he loggedf@fyan and remained
off all night. The net morning, at 7.45am, he logged onaayg sav that he vas still rate limited, and
logged of agan. Hewas aline for a mere te minutes. V& considered that to be a success!
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